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REPUBLIKA E MAQEDONISE SE VERIUT
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3A JABHA HABABKA

Hab6aBka Ha HeHTpajieH cHCTeM 3a yIIpaByBalbe CO aHTHBHPYCHA 3alTUTA U
aHTHBHMPYCHA 3alITHTA (CepBepH, MePCOHAIHA KOMITjYTepH), aHTH ClIaM 3aIITHTa 33
€JIeKTPOHCKH NMOLMITEHCKH cCaHAauuKa Bo Microsoft Exchange Server

CxiydyeH Ha fieH . 2025 roguHa, noMery:

I JIOTOBOPHM CTPAHHU

1. MuHHuCTEepPCTBO 3a colMjaIHa NOJIMTHKA, AeMorpaduja ¥ MaagH, CO CeUIITe Ha
yi.,[Jame I'pyes, 6p.14 Ckonje, npercraByBaHo og Munuctep ®armup JlumaHu, Bo
TOHATaMOLIHHUOT TeKCT: JloroBopeH opras, u

2. [pyumTBO 3a TeJeKOMYHHKAaIUH, ycayru ¥ tprosuja KEPHEJI I'POVYII TOOEJ
Ckomje, co EMBC 6157246, co cepuiute Ha yi. ,, Bojsoga Bacun Yakanapos® 6p. 42,
1000 Ckomje, npercraByBaHo o Ympasuren JIparom Anexkcauzpy Kamuu, Bo
rnoHatamomHUoOT TekcT: Hocuren Ha HabaBKkaTa

ITIIPEAMET HA IOTOBOPOT

Ynen 1
Co oBoj goroeop ce ypeysaaT MmefycebHuTe nipaBa u 00Bpcku nomery JoroBOpHUOT
oprad u Hocurenor Ha HabaBkaTa, COrjIacHO CIIpOBejleHaTa IMOCTANKa 3a jaBHa HabaBKa
Kako IOejHOCTaBeHa OTBOpeHa IIocTanka 3a HabaBKa Ha CTOKM BO COrJIaCHOCT CO
MO3UTUBHUTE 3aKOHCKH MPONMCH TIOBP3aHU CO IPeaMeTOoT Ha HabaBkara (3aKOHOT 3a jaBHU
HabaBky, 3aKOHOT 3a OOJUraLMOHU OIHOCH) M Ba)keyKUTe NOJ3aKOHCKM aKTH, Kako U
MaTepujaJHUTE MPONUCHU KOM Ce BO CHJIa BO MOMEHTOT Ha CKJIydyBam€e Ha 0Boj [lorosop.

JloroBopHUTE CTpaHM ro CKJIydyBaaT OBOj JIOroBOp Bp3 ocHOBa Ha OpJyka 3a jaBHA
HabaBka co apxuBcku Opoj 02-8602/1 ox 31.12.2024 roguna, Opnyka 3a usbop 3a
HajIoOBOJIeH TOHY/yBau co apxuBcku 6poj 02-453/5 opm 30.01.2025 roguna, moHeceHa BO
MCTaTa [10CTalKa, Kako M BP3 OCHOBA Ha AocTaBeHa noHuyzaa ox Hocuresor Ha HabaBkaTa co
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Koja BO LieiocT ce mpudarenu ycioBuTe, bapamaTa MU HalOMeHMTe TPeJBUJEHU BO
TEeH/IepcKara JoKyMeHTaLuja.

Ysen 2

IIpeamer Ha OBOj jgoroBop e HabaBka Ha LieHTpasjeH CHCTeM 3a yIpaByBawe CO
AHTHBMPYCHA 3aLUTUTA M AHTUBMPYCHA 3alUTUTa (CepBepH, ePCOHANIHN KOMITjyTepH), aHTH
CTIaM 3allTUTA 3a eNeKTPOHCKHU MOWTeHCKU caHiaunmba Bo Microsoft Exchange Server, 3a
Nepuoz 071 efiHa roJiuHa.
AntuBupycHara 3amrrura Ha MKT onpemara Bo MuHUCTepCTBOTO 3a COLMjaj/iHAa MOJMTHKA,
memorpaduja u maaay, LICP u JapHuTe couMjasiiiM yCTAIIOBU € ¢/iI1a Of HajOUTHHUTe alaTKU 3a
obe36eyBare Ha JOBEPIHBOCT 1 6e3benHocT Ha nogarouute Bo MKT onpemara (komnjyTepu u
cepsepH). AHTH-CIIaM 3alUTMTaTa Ha CUCTeMOT 3a pa3MeHa Ha eJIeKTPOHCKa rowra e
HajbUTHaTa ajaTka 3a OJp)KyBame Ha XMIMeHaTa Ha eeKTPOHCKAra Mouita. AHTU-BUPYC M
aHTU-CIIaMm  3amTuTara Tpeba ga ce MHCTa/Mpa M KOH(UIypHMpa Ha COOJBETHUTE ypeau
(mepcoHanHyM KOMITjyTepH, CepBepH U BUPTYETHUA MALIVHH).

Ynen 3

Pep,. Bapama 3a aHTHBHMPYCHA

bp. 3aMITHTAa

1 3azamrTura Ha 37oHamepHu | harmony-endpoint-solution-brief.pdf
3aKaHH: //

11 - Next Generation Antivirus | Threat Prevention
3aIITUTA

12 - Anti-Ransomware 3aumrrura Threat Prevention

13 - Anti-Bot 3aunrtura Threat Prevention

14 - Anti-Exploit 3amrrura Threat Prevention

15 - Anti-Virus 3aurrura Threat Prevention

1.6 - ABTOMATH3MpaHa reHepalyja Ha Forensics Collection
dopeH3nuky n3BerTau & Automated Reports

17 - Behavioral guard Threat Prevention

18 - Zero-phishing Zero-Phishing

19 - Corporate credential reuse | Corporate Credential Protection
protection

2 KoHTpona Ha nmpucranm:

21 - Endpoint Firewall Firewall

2.2 - Application Control Application Control

23 - 3amrrura op npucran go | URL Filtering
37I0HaMepHHU BeO-cTpaHuiu u YPJI




24

- Port Protection

Data Protection:

25

- Endpoint Compliance

Endpoint Compliance

2.6

- Remote Access VPN

Remote Access VPN

JonosHuTeHU Oapama:

31

- Pemenuero Mopa pa wuma
MOTeHLHjan 3a aZlanTUBHO
u  GIOKMpaILe  fa
37I0HaMepeH cocdbTBep KOj
Mpou3JieryBa OJi MyTalujara Bp3
OCHOBA Ha HUBHOTO OJHECYBaH-e BO

OTKPUBAHC

peasiHO BpeMe.

harmony-endpoint-solution-brief.pdf
Behavioral Guard

32

llenocHa wuHTerpaudja Ha CUTe
KOMITIOHEHTH BO €/leH KJIMEeHT CO
MO’>KHOCT 3a MHCTajaluja Ha
KJIMEHTCKHU U cepsepcku Windows
ONepaTUREH CUCTEM - MHHUMYM
Windows 7 SP1, 81, 10 u 1],
Windows Server 2008 R2, 2012,
2012 R2, 2016, 2019, 2022 wunm
€KBHBAJICHTHO , Kako ¥ Ha Mac OS
X wm exkBuBasieHTHO M Linux OS
WJIM €KBUBAJIEHTHO.

harmony-endpoint-solution-brief.pdf
Operating System

33

MHHUMYM LIEHTpaJTHO YTIPaBYyBaHe
Ha  CHUCTeMOT TMpeKy  efjHa
MEHalIMEHT KOH30Jla 3a CHUTe
KOMIIOHEHTH, Kako 1 Remote acces
VPN co MO>KHOCT 3a
BOCIIOCTaByBake Ha Oe3benHa
KOMYHHUKaLKja 0fi KOMIjyTEPOT 10
TIOCTORYKHM Security gateway ypeg.

harmony-endpoint-solution-brief.pdf
Centralized Management
Cloud Management

34

MunrmyM 6710KHMpar-e Ha NPUCTAIl
1o oppenedy Windows KJIyueBH BO
PErucTapoT, JATOTEKU U MTANKK

Compliance.pdf

35

la ce oBO3MO’KM MHCTajlalMja Ha
AHTUBUPYCHOTO
MalllMHU KOMU He ce Jien of Active
directory gomeH, T.e. Ke Hemaar

pellieHWe  3a

huszmnuka koHekMja co KOH301aTA,
MpyM IITO MCTUTEe Ke BJeyar

Manual Deployment.pdf




Hagorpagbu off IMPOU3BOJUTENIOT
WJIM O/ IpyTa JIoKaLuja.

4 Next Generation Antivirus:

41 - Next Generation Antivirus | harmony-endpoint-solution-brief.pdf
3amTMTaTa Mopa gaa ce 6asupa Ha | ThreatCloud
MEXaHM3aM 33 MaUIMHCKO yueme.

5 Anu-Exploit:

51 - PeieHueTo Mopa fa uMa 3amtuta | harmony-endpoint-solution-brief.pdf
NpPOTUB eKciuioaTauyja co Anti-Exploit
MO)KHOCT 3a OTKpMBawme Ha
COMHUTEJIHA TIpoLeCH BO
MemopHujaTa.

5.2 - Anti-Exploit Mopa ga ce 6asupa | Anti-Exploit
Ha HajMaJIKy cneguue | Threat Emulation ->  Anti-Exploit
TEXHOJIOTUH: Exclusions

521 - Import - Export Address Table
Parsing

522 - Return Oriented Programming

523 - Stack Pivoting

524 - VB Script God Mode

6 3amTiTa Ha MOPTOBU:

6.1 - HuBoto Ha 3amrtuta Ha nopror | Port Protection.pdf
MoOpa Ja uWMa MOXXHOCT J[Ja Port Protection
KOHTPOJIMpA COAPKUHHU pa3MeHeTH
npexy USB, WiFi u Bluetooth
MOPTH.

7 [lpoakTHBHO  OTKpUBaWme  Ha
kubepataku (Threat Hunting):

71 - Pemennero Mopa pa wuma | harmony-endpoint-solution-brief.pdf
MHTerpupaHa asiaTka sa | Threat Hunting / I0C Management
NPOAKTHUBHO OTKpMBaH-E U

OTCTpaHyBame Ha KubepaTtaku
(Threat Hunting) Bp3 ocHoBa Ha
vuHauKaropute 3a komrpomuc (1oC).
KomMmpoMucHuTe UHAMKATOPH
MO)KaT [Ja ce Tmpe3eMaar o
HaJBOpellHd WIM  BHATPELIHW

W3BOPU.




Konutpona Ha cooOpaxajoT:

- DPemeHnwero Mopa Jja wuMa
MOYKHOCT JAa TI0 KOHTpOJMpa
B/IE3HMOT U M3JIe3HUOT coobpaKaj
Ha paboTHUTE CTAHULM KOPUCTEjKU
ja IP agpecara Ha
M3BOPOT/AQCTHHALM AT 7}
rnoprara.

harmony-endpoint-solution-brief.pdf
Firewall

IIpoBepka Ha cOIyIaCHOCTa:

- Pemenuero Mopa gza wuMa
aBTOMaTU3MpaHa  ajaTka  3a
MpoBepKa Ha CorjlacHocra Ha
H6e3begHOCHUTE TIOCTaByBaka Ha
paboTHuTe CTaHULU co
KOPIIOpaTUBEH CTaHAAPL,

harmony-endpoint-solution-brief.pdf
Corporate Credential Protection

10

IMoaapuika 4 JOKyMeHTanuja:

101

- Pernennero Tpeba fa 0BO3MOXKHU
OOCTallHOCT ~ HAa  TEXHUYKara
MO/ APIIKA Off MPOU3BOAUTENIOT Ha
npuHIMnoT 9 x 5 (9 yaca Ha jieH, 5
paboTHM JeHa BO HejeJaTa),
MpUCTAIl o TeXHUYKa
JOKYMeHTal{ja, [a BKJIy4YyBa
ycayra 3a akypupame Ha OIMUCOT
Ha CMTe BMJOBM Ha 3aKaHU 3a
rnepuoji of, HajManky 12 mecenu.
CuTe KOMIOHEHTH Ha pPeLIEHUEeTO
Mopa Ja MMaaT  BKJIYYEHO
OIp)KyBawe Ofi CTpaHa Ha
MPOU3BOAMTEIOT W NOTpeOHU
JMUEHIM 3a paboTa ¥ npe3emame
Ha HOBM Jie(hMHULIMM BO MEPUOJ HA
Tpaemwe Ha rapaHuyjaTa Ha CaMUOT

ypPeA.

checkpoint-support-datasheet.pdf
Enterprise Standard Support

Pen.

bp.

Bapa}ba 3a dHTH-CIIaM 3alUTHUTa Ha
CHUCTEMOT 3a pa3ME€Ha Ha
€JIEKTPOHCKA ImouiTa:

Omutu bapama




[Tpenno>xeHoTO pereHue Tpeba aa
oupe ckanabuIIHO criopes; noTpebure
BO CeKoe BpeMe.

DS_Email-Gateway-Defense.pdf
*Cloud-based protection

*Email continuity

Barracuda Email Gateway Defense -
documentation.pdf

*Utilizes inbound and outbound rate
contiols

*Email Gateway Defense is a pass-
through service

*PerreHneTo e Bo 06J1aK ¥ peTcTaByBa
CepBUC HU3 KOj CaMOo npoara Maul
coobpakajoT UMajKu MO>KHOCT Jia
aJI0LMpa JOBOJIHO PECYPCH 3a [ja UMa
HeTpeKWHAaTa 3aIlTUTa

[IpennoyxeHoTo peleHue Tpeba
1ienocHo aa bupe SaaS Ha 0671aKOT Ha
n06aByBavoT U J1a Mo p)KyBa
BJyie3eH U usneseH SMTP coobpaxkaj.

DS_Email-Gateway-Defense.pdf
* Spam and malware protection for Email-
borne viruses (inbound and outbound)

[Ipenno>keHoTO pelueHue Tpeda na
uMa noseke MX sanucu 3a BUcoka
IOCTAITHOCT

Barracuda Email Gateway Defense -
documentation.pdf

*How to Manage MX Records With the
Setup Wizard

* How to Set Up MX Records for Domain
Verification

* Email Gateway Defense IP Ranges Used

for Configuration
[Ipenno>keHOTO pelLieHye Mopa Ja Barracuda Email Gateway Defense -
nojiap>kyBa Gateway (Relay) perkum. documentation.pdf

* Configure Email Gateway Defense for
Exchange Server - Step 5 (relaying
outbound mail)

* How to Configure DNS Routing for
Improved Performance

Ipennos>keHoTo peleHue Tpeba Ja
obe36eau U3/1e3HO UMEHYBaHe
(hostname) Ha Maus1 cepBepoT 3a
0e306eHOCT Ha M3JIe3HaTa e-IoIITa.

Barracuda Email Gateway Defense -
documentation.pdf

* How to Configure DNS Routing for
Improved Performance - smarthost

[Ipepno>xkeHoTo peurenue Tpebdba ga

Barracuda Email Gateway Defense -




moaap>xysa Al/ML MmexaHM3aM Kako
JOTIOJTHUTEIeH CJI0j Ha 3ALITUTA.

documentation.pdf
* Machine Learning

7

[TpepnoxceHoTo peuienue tpeba ga
¥Ma o61auHo ba3upaHa HarpeHa
3alTuTa of 3aKaHu uiau sandboxing
3a 3aLUTUTA 0j Zero-hour 3aKaHu.

* DS_Email-Gateway-Defense.pdf

Advanced Threat Protection, which
combines behavioral, heuristic, and
sandboxing teclimologies

PernieHreTo UCTO Taka Tpeba aa
NOANP>KYBa MHTErpauuja co JIOKaJIHU
Exchange cepsepu, co 6ecripekopHo

Barracuda Email Gateway Defense -
documentation.pdf
* How to Set Up DNS Routing in

HacouyyBame 3a Bjle3Ha U U3/1e3Ha Exchange 2013 or later
8 TOLUTA.
# be3beaHocT Ha B/Ie3Ha e-TIOLITA
PermneHueTo Tpebda ja noaap>Kysa Barracuda Email Gateway Defense -
SPF, DMARC u DKIM. documentation.pdf
* What is Email Backscatter and How to
9 Prevent It
PeruenueTo Tpeba fa ro noanprKysa Barracuda_SB_Preparing_for_GDPR.pdf
GDPR (General Data Protection
10 Regulation).
PelieHueTo 3a 3amITHTAa Of 3aKAHU Barracuda Email Gateway Defense -
Tpeba /1a BKIy4yyBa OMXeBHOPATHH, documentation.pdf
xeypucTiukH ¥ sandboxing * Understanding Advanced Threat
TEXHOJIOTMHM 3a 3a1uTHTa of zero-hour | Protection Reports
11 Y LI€JIEHU HaTlaJu.
PewenueTo Tpeba ga uMa ceoncpatia | Barracuda Email Gateway Defense -
3aMITUTA O] (PULIMHT HAMA . documentation.pdf
* Anti-Fraud and Anti-Phishing
12 Protection
PerenueTo Tpeba Ja MMa 3allTUTA Barracuda Email Gateway Defense -
0J1 BUPYCH CO aHaJIM3a BO pPeajiHo documentation.pdf
13 BpeMe. * Intent Analysis
PeinienuneTo Tpeba ja MMa OIMLKMM 33 Barracuda Email Gateway Defense -
CKEHHpathe Ha ITPUJIO3U CO documentation.pdf
manuumo3nu URL-agpecu Bo * Anti-Fraud and Anti-Phishing
14 MIpUJIO3UTE. Protection
PewrenueTo Tpeba ga MMa OIMLMK 32 Barracuda Email Gateway Defense -
15 6710KHparbe Ha e-TIoLITa 0] OJIPe/IEHU documentation.pdf




3eMjHU.

* Getting to Know Email Gateway
Defense

PeluenueTo Tpeba 1a MMa OrnuuuM 3a
6y10KMpa-e Ha e-TIoIITa Ha O peIeHn

Barracuda Email Gateway Defense -
documentation.pdf

jasuLy. * Getting to Know Email Gateway
16 Defense
Pewcnmero 1peba fa MMa OLILEja sa Barracuda Cimnail Gatecway Defense
JoJaBakbe Ha npuitarogeHyd RBL- documentation.pdf
penyTaluoHH JINCTH * Barracuda Reputation and Email
17 Categorization
Pewrennero Tpeba 1a MMa 3alTUTa Barracuda Email Gateway Defense -
Ha URL 3a ga cnpeuu manuimosed documentation.pdf
18 coTBep a BMjae Ha KOPUCHULIUTE. * Intent Analysis
Perienuero Tpeba fa MMa 3alTuTa Barracuda Email Gateway Defense -
Ha koM Kage URL-agpecure ce documentation.pdf
MpenuiIyBaaT BO TeJIOTO Ha e- * Understanding Link Protection
19 noLITara.
PermenueTo Tpeba ga MMa 3alITUTa Barracuda Email Gateway Defense -
of typosquatting. documentation.pdf
* Anti-Fraud and Anti-Phishing
20 Protection
PeurenueTo Tpeba fa erekTupa u Release Notes _ Barracuda Campus.pdf
BHMMareJHo aa ucrnutysa QR * What's New as of June 16, 2024
21 xogosu Bo PDF patotexu.
Pemiennero Tpeba aa uMa BrpagieHu Barracuda Email Gateway Defense -
KaTeropyMy Ha KoM MOJKe ia ce documentation.pdf
MpUMeEHAaT COOJBETHHU JlejCTBa. * Barracuda Reputation and Email
22 Categorization
Pertenuero Tpeba ucTo Taka ja Barracuda Email Gateway Defense -
obe3benu ckasa Ha OLIEHYBaHhe documentation.pdf
criopeg Koja e-ToLTUTe ce * Getting to Know Email Gateway
6s10KMpaaT/KapaHTUHUpaar. Defense
23 ** Advanced Spam Detection
IlobaByBa4oT Mopa Jja MMa CBOja Barracuda Email Gateway Defense -
penyTalMCcKa JIMCTa. documentation.pdf
* Barracuda Reputation and Email
Categorization
24 **Barracuda Reputation Block List (BRBL)

A iy 5N



Peinenunero Tpeba a MMa 3aliTUTa
oz DoS (Denial of Service) Hanagu.

Barracuda Email Gateway Defense -
documentation.pdf

* Getting to Know Email Gateway
Defense

25 **Denial of Service Protection (DoS)
Pelnenuero Mopa ia UMa CJ10€BUTH Barracuda Email Gateway Defense -
MOJIMTUKH 33 JIeTeKL[Hjd Ha CITaM U documentation.pdf
BUPYCH. * Getting to Know Email Gateway

Defense

26 * Mail Scanning Layers
PemrenneTo Tpeba fa noaap kysa Barracuda Email Gateway Defense -
KapaHTHH 3a CIaM. documentation.pdf

* Barracuda Reputation and Email
Categorization

27 **Email Categorization
PelueHneTo Mopa ia NoAap KyBa Release Notes _ Barracuda Campus.pdf
MoBeKe ja3uliy 3a CKEHUpawe 1 * What's New in Version 2018.5

28 OTKPUBaH-€ Ha MaJIMLIMO3Ha e-ToLTa.

PenienneTo Mopa jja moAAp >KyBa Barracuda Email Gateway Defense -
rnoseke e-mail JoMeHM. documentation.pdf
* Managing Domains _Barracuda

29 Campus
PereHueTo Mopa Zja noaap KyBa Barracuda Email Gateway Defense -
MHCIIeKIIMja Ha 3arjiaByjaTa Ha e- documentation.pdf
MoLITaTa. * Email Gateway Defense User Guide

30 * *Inbound Email Precedence
PeleHueTo Mopa Jja leTeKTupa Barracuda Email Gateway Defense -
3abpaHeTu 300poBH, IA0IOHU UK documentation.pdf
ZIATOTEKM BO COAPI)KMHATA Ha e- * Strengthening Email Security_

31 noluTaTa. Blocking Display Name Spoofing
PelenreTo Mopa a noap)kysa Barracuda Email Gateway Defense -
aHaIn3a U CKeHHUPpame Ha CJIMKH BO e- documentation.pdf

32 MOLITHTE. * Image Analysis - Inbound Mail
PemenueTo Tpeba ga nogapikysa Barracuda Email Gateway Defense -
CKEHHpake Ha KOMITpecHpaHu documentation.pdf
TIPUJIO3U U BrHe3JIeHU apXUBCKU * Getting to Know Email Gateway
JaTOTEKH. Defense

33 * *Understanding Advanced Threat




Protection

Peruenuero Tpeba ga noap)kyBa
Cllefiew-e Ha IopaKuTe.

Barracuda Email Gateway Defense -
documentation.pdf

34 * Understanding the Message Log
# be3beHOCT Ha H3JIe3HA e-NMOIITA
PerieHueTo Tpeba a nonip Kysa Barracuda Email Gateway Defense -
(bruLI pHpatbe Ha H3JlesHd € 1oL L. documentation.pdf
35 * Qutbound Mail Scanning
PewiieHreTo Mopa Jia MOAPIKYBa DS_Email-Gateway-Defense.pdf (Ctp. 2)
36 1mgprpan-e Ha e-nioiita 6e3 areHTu. *Email encryption data loss protection
PerenrieTo Mopa /ia oAap KyBa Barracuda Email Gateway Defense -
MOBJIEKYBakLe Ha UM PUPAHU documentation.pdf
37 TIOpaKH. * Barracuda Message Center User Guide
[Tpenno>keHoTo UM pHpame Mopa Barracuda Email Gateway Defense -
na noaap>kysa TLS mpoTokos 3a documentation.pdf
38 MO/IaTOLIM. * Secured Message Transmission
[Mpenno>keHoTo M pUPae Ha e-
nowrTa Mopa jia obesbenu 3aTuTa * DS_Email-Gateway-Defense.pdf
Ha rnojarouure co MUHUMYM AES * AES 256-bit encryption at rest and in
39 256-buTHa eHKpUMiLHja. transit
Pemenueto Mopa aa noaap xkysa Barracuda Email Gateway Defense -
3aLUTHTA Of UCTEKYBaH-€ Ha documentation.pdf
nogatouu (DLP). * How to Use DLP and Outbound Mail
40 Encryption
Pemenueto Tpeba ja ©Ma 3alUTUTA Barracuda Email Gateway Defense -
0]1 BUPYCH CO aHAJIM3a BO peajiHo documentation.pdf
41 BpeMe. * Intent Analysis
PemmenueTo Tpeba ga H6okupa Barracuda Email Gateway Defense -
3apa3eHU KJIIMEHTH 0fi CJTy4ajHO documentation.pdf
42 ycnpaKkase Ha MaJIMLIMO3Ha e-TIoITa. * Qutbound Rate Control
Pelienuero Tpeba ga noaap>Kysa Barracuda Email Gateway Defense -
CIIPOBeIyBaH-€ Ha MOJMTHKHU 32 documentation.pdf
COZPp>KUHA 3a Aa Cripeyy UcrpaKame * Qutbound Filtering Policy
Ha YYBCTBUTEJTHH TO/IJaTOLIM KAKO
OpoeBU Ha KPeIUTHU KAPTUUKH,
OpoeBH Ha COLMjaTHO OCUTYPYBathe,
JIMCTH HA KJIMEHTH U ipyTa NpUBaTHa
43 uH(opMalHja mpeKy e-roTa.

10
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# VnpaByBame CO e-Iomra
O6naxk-6asupan HTTPS Be6-npucran DS_Email-Gateway-Defense.pdf

44 3a yIpaByBaH-€ CO 00JIaKOT. * Web-based management
PewrenneTo Mopa ga noaap Kysa DS_Email-Gateway-Defense.pdf
LDAP u aBTreHTHKALH]a CO MTOBEKE * Web-based management

45 daxropu.
Cuctemot Tpeba fia BKAyUyBa NOCHH DS_Fmail Gateway Defense.pdf
3a ynpaByBatbe 6e36eqHOCHA * Web-based management

46 TIOJIATUKU TIPEKy Beb.
[Ipepno>xenara ycnyra tpeda ga Barracuda Email Gateway Defense -
MOJKE J1a FO eBUJIEHTHPA CEKOj documentation.pdf

47 MPHMCTATI 33 YIIpaByBakbe. * Understanding the Audit Log
[Ipenno>xeHara yciyra tpeba na Barracuda Email Gateway Defense -
MO)Ke Jia 10CTaBu BpeMe Ha documentation.pdf
HEaKTUBHOCT 3a MPUCTan 3a * Temporary Passcode Authentication

48 yIIpaByBam-E.
Ipepno>xeHara ycnyra tpeba ga Barracuda Email Gateway Defense -
obe3beau NprKa3 Ha CTATHUCTHKHU 3a documentation.pdf
e-TIOLLITa CO Mperjie]] Ha CraM Mopaku * Updated Reports Tab
Y BUPYCH JIETEKTUPAHM OJf CUCTEMOT

49 BO rpachuuKu NpUKas3H.
Peluenuero Tpeba ga morke fga Barracuda Email Gateway Defense -
obe3benu rmoesexe documentation.pdf
AAMHUHUCTPATOPCKHU CMETKHU CO * Roles and Permissions

50 pas3IMUHHU YJIOTH.
Cucremor Tpeba ma uma Release Notes _ Barracuda Campus.pdf
HMHTEerPYPaHoO YIIpaByBakbe CO * What's New in Version 2017.14
pyTHpame Ha e-nomira 6a3upaHo Ha

51 MOJIUTUKY U YTIPABYBAH-€ CO PEIULIM.
Pewennero Mmopa fja noaap Kysa Barracuda Email Gateway Defense -
CKJIAIUpaH>€ Ha e-TIo1ITa 33 documentation.pdf

52 MWHHMYM 4 JieHa. * Email Continuity
IIpenno>xkeHoro peweHue Tpeba ga Barracuda Email Gateway Defense -
MIO/IIP>KYBA KOHTUHYMTET Ha Ha documentation.pdf
MauJi CepBUCHTE KOj 00e30eyBa * Email Continuity
MPOJI0JDKYBAE HA OTIEPATUBHUTE
aKTMBHOCTHU MpeKy npedpiame Ha

53 ob1auHo 6a3upaHa yciiyra 3a e-

11




TMOLLTA BO CJTyYaj MPUMapHUTE YCITYTH
[ia CTaHAT HeJJOCTAITHH.

PewieHueTo Tpeba na noapyKyBa

Barracuda Email Gateway Defense -

DNS duntpupatbe. documentation.pdf
* How to Configure DNS Routing for
54 Improved Performance
Jlorupaiue, Uapeurrar i
# H3BecTyBama
Cucremot Tpeba ga noaap>kysa Barracuda Email Gateway Defense -
JIOTHPak-e€ Ha HaCTaH! 3a IMpUCTart 10 documentation.pdf
55 yIIPaByBaHETO. * Understanding the Audit Log
Ipepnno>xenara ycnyra tpeba na Barracuda Email Gateway Defense -
MOAJAP)KYyBa M3BECTYBaH-a MPEKY e- documentation.pdf
TIOLUTA 38 MUHUMYM CJIeIHUTE * Message Actions
56 KaTeropyuu Ha HAaCTaHM:
57 WNHumzaenTu co BUpycu * Message Actions
58 Opno)keHu e-miopaku (Ctp. 103)* Message Actions
59 KapaHTupaHH e-ropaku * Message Actions
# bapama 3a noaapmka Ha ycayrara
Peinienuero Tpeba jga buge DS_Email-Gateway-Defense.pdf
cKayabUITHO O] ITPBUOT JieH Oe3 *Cloud-based protection
HMKaKBM OrpaHUYyBama Ha Opojor Ha | Barracuda Email Gateway Defense -
MOIITEHCKU CaHIauMba. documentation.pdf
* Email Continuity
Email Gateway Defense _ Barracuda
Campus
*Utilizes inbound and outbound rate
controls
*Email Gateway Defense is a pass-
through service
*PeleHueTo e Bo 06J1aK M MPeTCTaByBa
CEepPBUC HU3 KOj CaMo Mpoara MauJi
coobpakajoT UMajKu MOXKHOCT Ja
aJIoLMpa JOBOJIHO PECYPCH 3a Jla UMa
60 HeTpeKrHara 3allTUTa
PemenueTto Tpeba pga noaaprkysa Barracuda Email Gateway Defense -
uHTerpauuja co SysLog. documentation.pdf
61 *Syslog Integration
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HobaByBauoT Tpeba 1a 0be3b6eau Barracuda Email Gateway Defense -
99.999% mocTanHOCT Ha ycJ1yrara. documentation.pdf
62 * Email Continuity
IMoappuikara Tpeba na bune 24/7 Support Phone Numbers _ Barracuda
JUPEeKTHO of] fobaByBavoT, be3 Networks.pdf
JOTIOJIHUTEIHUA JIMLIEHLU BO All plans include: 24/7 live human support
63 BpeMeTpaeme 0] 12Mm.
II1 JABUK HA JIOI'OBOPOT
YneH 4

Jasuk Ha JloroBopoTr M Ha JpyruTe JOKYMEHTU KOM IIpeTCTaByBaaT COCTABeH JeJ Ha
HoroBopoT e MakeJOHCKUOT ja3uK.

[lenata kOMyHMKaLKja BO MUCMeHa (popMa nomery IOrOBOPHUTE CTPAaHU € Ha MaKeJJOHCKH
jasuk.

IV BPEMETPAEILE HA 1I0TOBOPOT

Ynen 5
OBoj Jloroeop e co Ba)KHOCT of efiHa roguua (12 meceiu), cMeTaHO off JEHOT Ha
HETrOBOTO MOTITUIIYBake 0] IBeTE JOTOBOPHU CTPAaHHU.

V BPEJHOCT HA JOT'OBOPOT

Ynen 6
BkynHaTa BpeJHOCT Ha OBOj ZOroBop usHecysa 2.492.172,00 nenapu 6e3 npecmeTraH
JAHOK Ha [ojajzeHa BpefHOCT. /JaHOKOT Ha [gojaZieHa BpeAHOCT M3HecyBa 124.609,00
JeHapu. BkymHara 1HeHa Ha mpegMeTHaTta HabaBka co MpecMeTaH JaHOK Ha JofAaleHa
BpeZHOCT U3HecyBa 2.616.781,00 neHapu.

P. Onuc En. mepka | Konuuuna En. nena
or. 6e3 JI/IB
1 AHTHBUMPYCHA 3alIITHTA 33 CEPBEPH JIMLIeHLIa 28 cepBepu 993,00
(BUPTYEJIHU WIK
bunsnuxm)
2 AHTHBMpYCHa 3aLITUTA 38 pabOTHH JIMLeHLa 1228 993,00
CTaHULM (IePCOHATHA KOMITjyTepH)
3 LleHTpaneH cucteM 3a ynpaByBambe CO JIULIEHLEA 1 1.000,00




QHTUBUpYCHATA 3aLTHTA
4 AHTHU-CaM 3aLUTUTA 33 €JIeKTPOHCKHU muenua | 1228 enexrponcku | 1.013,00
MOLIITEHCKH caHgauKiba Bo Microsoft TOLITEHCKU
Exchange Server CaHZaurma
BkynHo 6e3 Bkiayuen /1B 2.492.172,00
OB ' 124.609,00
BkynHo co JI/IB 2.616.781,00
VI HAYUH HA TUIAKAE
Ynen 7

[InakaweTo Ke ce M3BpLIM IO MCMOpAaKa HAa CTOKaTa -JIMLEHLUTe U [JOCTaBeHa
daktypa, Bo pok op 60 jgena oj AeHOT Ha MpUeM Ha dakTypaTa BO apxuMBara Ha
MuHKMCTepPCTBO 3a COLMjaIHa NMOJTUTHKA, ieMorpaduja U MIIaiu.

PokoT Ha rulakawe 3arnovyHyBa O AeHOT Ha [OoCTaByBame Ha (hakTypa Bo ApxvBara Ha
MUHHCTEPCTBOTO 3a COlMjaiHa TIOJIMTUKA, ZieMorpaduja u Maju.

Ynen 8

ddaxTyparta ' CopKu 0cobeHo cieJHUBE eJIeMEeHTH:

TOBUKYBaH-€ Ha Opoj Ha AOTOBOPOT;

JATyM Ha U3rOTBYBame Ha paKTypara;

KOJIMYMHM CO ONMC Ha CTOKaTa Kako I[ITO € ONMllaHa BO TexXHHUYKarTa
crienudUKanuja;

e[VMHeYHH JIOrOBOPEeHH LIeHH 3a CeKoja 0 o3uLuuTe 6e3 BkankyaupaH [1/1B;
BKYITHM LIEHH T10 Mo3uLiuu 6e3 Bkankyavpad /1/1B;

BKYITHA LieHa Ha haKTypaTa;

NpecMeTKa Ha JJaHOKOT 3a A0AAa/JeHa BPeJHOCT;

BKYMHAa LeHa 3a wucIulaTa M0 QakTypata (ZOKOJKY HMaj0 eBeHTYasHO
HamaJlyBam-e);

BaJlyTa Ha Ijiakamne;

POK Ha niakame; u

cMeTKa 1 baHKa Ha AaBaTesioT Ha hakTypara.

VII ObBPCKH HA HOCUTEJIOT HA HABABKATA

Ynen 9
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HocurenoT Ha HabaBKaTa e JO/DKEH fia ja ucropaua cToKaTa npejgMet Ha HabaBkara,
COTJIACHO YCJIOBMTE O] TeXHUYKATa crietiurKalmja U CKIYYeHUOT J0roBop.

Hocurtenor Ha HabaBkaTa e JOJDKEH Ja ja Mcropada CcToKaTa mpejMeT Ha OBOj
JOrOBOp HAa HA4YMH COIJIACHO TeXHUYKUTe creudduKaldu KOM Ce TNpWIOr Ha oOBaa
TeHJepcKa JOKyMeHTaluja.

Hocurenor Ha HabaBkaTa e JOJ/DKEH 7ia MOCTaNyBa COrjlacHO bapaweTo JOCTaBeHo

OJ1 OJIFOBOPHOTO JIMLIE 3a peaju3aliija Ha AOrOBOPOT Kaj JJOTOBOPHUOT OpraH.
Hocurenor Ha Habaskara e jo/okeH jga obe3beau, MHCTaNMpa W MMIUJIEeMEHTUpA
aHTMBHPYCHa 3alITUTa BO PoK He nojoiar o 30 (TpueceT) KajeHOapCKU AeHa, CMETajKu 0O
OEeHOT Ha Hapayka JOCTaBeHa OJ] OBJIACTEHO JIMLe 3a Clleielhe Ha peanu3alujara Ha
IOoroBopoTt Kaj JloroBOpHUOT Oprax.

Hocurenot Ha HabaBkaTa e foykeH ga obe3benu rapaHTeH mepuog of 1 roguHa 3a
JIULeHLIUTe.

VIII ObBPCKH HA JOTOBOPHHOT OPTAH

Ynen 10
I OroBOpHMOT OpraH e JoJDKEeH Mo MUCMeH mart Aa ro ussectd HocutenoT Ha
HabaBkara 3a norpebHaTa KoAMUMHA M JIOKAlMjaTa Ha MWCIIOpaKa, MpeKy Hapauyka
JoCTaBeHa I0 eJeKTPOHCKa MOoIuTa O OJrOBOPHOTO JIMLE 3a CJiefieH-e Ha A0TrOBOpOT Kaj
HoroBopHHOT Oprax.

HloroBopHuoT opraH ce 00Bp3yBa Bo pok of 60 feHa 0o JAaTyMOT Ha MpUEM Ha
ypeZHO AocTaBeHarta hakTypa ja M3BpIluM Iiakawe Ha Hocurenor Ha HabaBkara.

Ynaeu 11
Jluue 3az0KeHo 3a peanu3aidja Ha JOroBopoT Kaj [loroBopHuoT opraH e biaroja
I'enescku unu gpyro nuue oBiacTeHo og MuHucTep.

IXTAPAHIIUJA 3A HABPEMEHO U KBAJIMTETHO U3BPIIVBAIGE HA IOTOBOPOT

Ynen 12
Hocutenor Ha HabaBka e go/mpkeH ga obe3benyu rapaHijdja 3a KBaJMTETHO U HaBPEMEHO
U3BpIIyBake Ha [IOroBOPOT BO BHM/j, Ha baHkapcka rapaHiija Bo BpeaHocT of 10% op
BpeAHOCTa Ha [OroBOPOT 3a jaBHAa HabaBka co BkjiyueH [[JIB co Ba)kHOCT 3a HeJsiOTO
BpeMeTpaeH,e Ha JOrOBOPOT.

Hocurenot Ha HabaBka e #OJDKEH Aa AOCTaBU HEOTNOBUKIMBA, 6e3yC/l0BHa U HaNjaTUBa
Ha NpB MOBMK 0OaHKapCcKka rapaHiuja 3a HAaBPEMEHO M KBAaJMTETHO M3BPLIYBAH-€ Ha
ZIOrOBOPOT.

15



)

['apaHuMjaTa 3a KBaJIMTETHO W HaBPEeMEHO W3BpHIyBame Ha JoroBopor Hocutenor Ha
HabaBkarTa ja jocTaByBa HajmolHa BO PoK A0 7 (ceaym) jieHa ojf MOTHHMILYBAHETO HA
porosopot. [loTnumanuoT gorosop 6e3 gocraBeHa HaHKapcka rapasHijdja Ke ce cMera 3a
HeBa)KeUYKHU U Hema Jia npeu3BUKa MPpaBHO JiejCTBO.

l'apaHuMjaTa 3a KBaJIMTETHO M3BpIIYBak€ Ha JOrOBOPOT Ke OMAe HamjaaTeHa OOKOJIKY
HOCHUTEJIOT Ha HabaBKaTa He UCITOJIHM HeKoja 0j] 0OBPCKHUTE 0] IOrOBOPOT 3a jaBHA HabaBka
BO POKOT Ha CTACAHOCT4, 3d W10 NMCMEHO KE 10 M3BEC LM HOCU 1€eJI01 Ha HabaskaTa.

OBaa rapaHuMja ce Bpaka Ha HOCMTEJIOT Ha HabaBKkaTa, BO poK of 14 meHa ojf JEHOT Ha
1[€JIOCHO peau3upame Ha JOroBOpPOT.

Bo cnyyaj xora e mpojo/pKeH pOKOT 3a peajv3aliMja Ha JOrOBOPOT MJIM € 3rojieMeHa
HeroBsaTa Bpe/IHOCT, HOCUTEJIOT Ha HabaBKaTa Co0BeTHO Tpeba /1a ja MPOAOJIXKM BaXKHOCTA
Y Bpe/IHOCTA Ha rapaHLUMjaTa 3a KBAJIMTETHO M HABPEMEHO U3BPIIyBak-e Ha JOTOBOPOT.

X MHOTOBOPHA KA3HA 3A 3AJIOIIHYBAILE, OJHOCHO HEHWCIIOJIHYBAILE HA
JOroBoroT

Ynen 13
HorosopHute cTpaHu ce poroBopuja aeka Hocurenor Ha HabaBkaTa Ke My IUIaTH Ha
[ oroBOpHMOT OpraH onpejesyieH NapyuyeH M3HOC (IoroBopHa KasHa) ako He ja MCIOJIHU
cBojaTa 0OBpCKa COrjacHO OBOj JIOTOBOP, a 0COOEHO aKo JOrOBOPOT € pacKUHAT Iopagu
BuHa Ha Hocutenor Ha HabaBkara.
HorosopHara ka3Ha usHecysa 0,1% (1 mpomui) of BKyIHaTa JO0roBOpeHa LeHa, Co Toa IITO
M3HOCOT Ha TakKa oInpejiejieHaTa OrOBOpPHA Ka3Ha He MO)Ke [ia MpeMUuHe 5% of BKyIHaTa

LleHa Ha CToKaTa, npejgMeT Ha HabaBKa.
XI BHUIIIA CHUJIA

Unen 14
Huty efiHa oj1 BoroBopHHUTE CTpaHU HeMa f1a Oujie OIrOBOPHA 33 HEMCITOJIHYBawhe Ha
oB0j [lorosop 10 xoe 6u poiso 3apagu “Buina cuna”, “Buiua cuia “ 3HauM UCKIy4YUTEJIeH
HAaCTaH UM OKOJTHOCT:
a. KOj e HaJZBOP O/ KOHTPOJIa HA CTPAHUTE;

6. NMpOTHB KOj HMe[HA Of CTPaHMTE He MOjKeja Pa3’yMHO Ja npe3emMe MepKU Ipej
cranyBawe Ha /loroBopor;

B. KOj, OTKAKO HacTaHaJ, CTpaHaTra He MO)Kejla pa3yMHO Jla ro ofberHe Wi a ro
coBiaza v

I. KOj He MO>Ke BO rojieMa Mepa fia ce TpUIIMIlIe Ha Zipyra CTpaHa,;



Bumara cusia Mojke Ja BKJIyUyBa, HO He € OrpaHUuYeHa Ha UCKJIYUUTEJTHUTEe HAaCTaHU
WJIM OKOJIHOCTH OMNHULIAHU BO TOYKUTe of I #o V, ce fofeka ce UCMOHETY FrOpeHaBeIeHUTeE
yciioBH op (a) mo (r):

I.  BojHa, HempwujaTescTBa, UHBA3Uja, aKT Ha HEMPUjaTEJICTBA;

II.  6yHT, Tepopu3aM,peBoJyliMja BOCTaHME,BOSHA CHJIa MJIM [paraHCKa BOjHa;

[IIl.  Hemwup, pa3aBUIKEHOCT, Hepe[, INTPAjK UK 6JI0Kazia oJ1 Mila KOU He ce NMepCcoHasl Ha
U3BeyBayoT WIM NMOJU3BEeJyBayuTe;

IV.  BoeHa MyHMUMja, €KCIUVIO3UBHU MJTEPUjdId, pajujaumja WIM PAUOdKTUBHOCT 0O
CTpaHa Ha U3BeyBauorT;

V. npuposHM HacTaHu (mo)kap, MoIJiaBa, 3eMjoTpec MaHAeMHja, JIOUIM BPEeMEeHCKH
yCJI0BH, HeBOOOHUAEHO 3a TOAUIIHOTO BpeMe M 3a MeCcTOTO Ha Koe ce W3BejyBaaT
paboTtuTe, yTBpAEHHU BO rpafie)keH JHEBHUK U CJL.);

AKo efiHa O/i JOTOBOPHUTE CTPAaHU € CripeyeHa 3apagu Buiua cuia I0/KHA € BO poK
0j] 24 yaca MUCMeHO Jla ja M3BEeCTH Apyrara CTpaHa, CO HaBeAyBaibe HA MPUYMHHUTE 3a
Bumara cuna ¥ Mo MOXKHOCT 0be3beyBare Ha COOIBETEH I0Ka3.

[To orcrpaHyBame Ha BuiuaTa cuia, JloroBopoT Moxke za ce peaju3upa mno rnorpeba
CO 3aeHUYKM NMpUdATEHO OTOIHYBahe WIIK fla Ce paCKUHE Corofi0eHo.

Hoxonky uspenbara Ha cuTe paboTu BO rojema Mepa e CripeueHa BO HelpeKHHaT
nepuop ox 30 (Tpuecert) feHa nopagu “Buina cusa “ 3a Koja e fafileHo U3BecTyBame, Torau
KOja 61J10 Ofl CTpPAHMTE MOJKe f1a fafie M3BeCTyBame 3a paCKMHyBaH-e Ha [JoroBopor.

XII TIPUMEHJINB 3AKOH

Ynen 15
3a ce WITO He e peryjupaHo co oBoj JJoroBop ke ce mpuMeHyBaaT ofpenduTe of,
3aKoHOT 3a OOJMralMOHM OJHOCH W MO3UTUBHUTE 3aKOHCKM TNponMcH Bo Penybiuka
CeBepHa MakepoHnuja.

XIT'YCJIOBHU 3A IIPEKUHYBAKE UJIK PACKUHYBAKE HA IOTOBOPOT

Ynen 16
Kora egHa on oroBopHUTe CTpaHM HEMA /ia ja MCIIOJHM CBojaTa 00OBpCKa, Apyrara
JIOrOBOpHAa CTpaHa, MO)ke Ja Oapa MCIOJHYBalkheTo Ha OOBPCKMTE WJIM [la r0 pacKuHe
JIOTOBOPOT, a BO CEKOj CJIyuaj MMa MpaBo Ha HaJIOMECT Ha IITeTaTa.

Ynen 17
oroBopoT He MOJKe Jja ce paCKHHe Mopajgy HeUCITOJIHYBakbe Ha He3HAUHTEeNIeH Jel
ol obBpcKara.

Yaen 18



Co PaCKMHYBAH-€TO HA [OrOBOPOT ABeTe AOrOBOPHHU CTpPaHU Ce 0CH060H€HI/I (0311
CBOUTE OﬁBpCKI/I, OCBeH 01 0613pC1<aTa 3a HAJOMeCT Ha eBeHTyaJIHaTa LUTeTAa.

Axo €0Ha CTpaHa I'c U3BPILINJIa JOTOBOPOT LIeJIOCHO UM JeJyMHO HMa IIPpaBo [1a U Ce
BpaTH OHa IITO ro gaiaa.

Axo paBeTe cTpaHM MMAaT NpaBo JAa Oapaar Bpakame Ha AaZleHOTO, 3aeMHMTE
BpaKaH»a ce BpLIAT CIope/, Npasuiara 3a U3BpUIYBakeTo Ha JBOCTPaHHUTE I0rOBOPH.

Cekoja cTpaHa ¥ JOJKM Ha Apyrara HaJoMecT 3a KOpPUCTa LITO BO MefyBpeMme ja
“MaJia 0f, OHa LITO e AOJXKHa fja O BpaTu, OJJHOCHO [ [0 HaJ{OMECTH.

CTpaHaTa HITO Bpalia napy e JOJDKHa Ja IJIaTH 3aTe3Ha KaMdaTa 0, JeHOT Kora ia
NIprUMHAJIA UCITJIAaTATa.

JloroBopHUTEe CTpaHM cCe COrjjaCHU €eBEeHTYaJlHd CIOpOBM Ja Ce pellaBaar
Criorozi0eHo BO CKJIag, CO BaXKEUKUTE MPONMCH M 0BOj IOTOBOP, HO IOKOJIKY TOA HE € MOYKHO
CIopoT Ke ro peliasa HaanexkeH cyj Bo Ckomnje. JloroBOPHMTE CTpaHU Ce COTJIaCHU [fia T
NMpUMEHAT HAajBUCOKHUTE CTaHAApAM 3a €TMYKO M 3aKOHMTO OJHEeCyBame 3a BpeMe Ha
peajiM3aluja Ha OBOj JJOTOBOP.

XIV PEIHABAKE HA CITOPOBHU

Ynen 19
CuTe eBeHTyaJIHU CIIOPOBHM M Hefopa3bupamwa kou b6u mpousierie og oBoj Jlorosop,
JOTOBOPHHUTE CTpaHM Ke I'M pellaBaaT BO AYXOT Ha JoOpUTe AEeJIOBHM obuvyau co
MefycebHo JjoroBapame, BO CIIPOTMBHO HAJIE)KEH 3a pelllaBakhe Ha CUTE eBeHTYaJHH
crioposH e OcHoBHUOT cyg Ckorje-2, Cxkomje.

XV 3ABPIIHHU U OIIIITHU OJAPEJABHU
Ynen 20
HoroBopoT 3a jaBHa HabaBKa BO TeKOT Ha HeroBaTa Ba>KHOCT MOJKe JIa ce JIOTIOJIHU

M/UIM M3MEHH CaMo BP3 OCHOBa Ha uiieH 119 oy 3aKoHOT 3a jaBHM HabaBKH.

HorosopHara ctpaHa koja bapa M3MeHa U/WIHM [IOTIOJIHYBame € JOJ/DKHA CBOETO
bapame [0 pyrata crpaHa Aa ro IocTaBu BO nucMeHa dopma.

OpnpenbuTe 071 OBOj JOrOBOP MOKAT 1A C€ U3MEeHAaT U/MJIM JOMOJIHAT CO CKIIYUYBame
Ha JloroBopoT 3a U3MeHyBame 1 JOMOJIHYBake Ha OCHOBHHUOT JloroBop.

18



HOI’IOHHYBEIH:aTa U U3MEHHUTEe Ha OBOj JOrOBOp Ce BAXKE4YKHM aKO Ce HallpaBeHH BO
MUCMeHa cbopma U aKO Cce IIOTIUINAaHU O ABeTe AOIrOBOPHU CTPAHM.

YaeH 21
Huty egHa forosBopHa cTpaHa Hema npaBo CBOMTe 0OBPCKHM fla I'M NIpeHece Ha Tperta
cTpaHa, 6e3 B3aeMHa MMCMEHa COrJIaCHOCT.

Ynen 22

Opoj Jloronop ¢ coctaBeH BO 4 (4eTMpW) NpPUMepoLM, Of KOM CeKoja CTpaHa
3a7p>KyBa 1o 2 (1Ba) npuMepoKa v CTarysa BO CHJIa CO [IEHOT Ha HETOBOTO CKJTyuyBame.

Hocutenor Ha HabaBKaTa

Uspaborun: Teogopa Bacuik [letposcka, CopeTyK
Cornacen: Jbybuua [Tanosa, PakoBoguren Ha
Opobpun: Fatmir Sabriu, II,p>l<aBe cereTap
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